Abstract-The computer network security plays an important role in modern computer systems with the widespread use of network. Intrusion diction technology has become very important in the area of network security research. Performance of common intrusion detection system is low and error detection rate is high. In order to overcome the current high rate of false positives, low detection rate and other defects of intrusion detection system, a new detection algorithm-T-S FNN based network intrusion detection algorithm is presented. This algorithm uses T-S FNN to classify objects, divides eigen-space of objects and recognizes normal behaviors and intrusions. The results of experiment show that the new method is feasible, effective and extensible. The false detection rate is reduced and the rate of correct detection is raised to a certain extent too.
INTRODUCTION
Network security is a guarantee of network applications, along with the rapid development of Internet technology, and the structure of network becomes more complex,which increases the risk of network intrusions. Network security has become increasingly important and complex [1, 2] . As an active defense technology, intrusion detection has become an important part of network security defense. Intrusion detection can be defined as identify and reaction process for malicious attempts and behavior against a computer or network resources [3, 4] . IDS (Intrusion Detection System) is a complete standalone system as function. IDS can detect unauthorized object (person or program) for the system intrusion attempts or behavior, while monitoring the illegal operation of system resources of authorization objects. Intrusion detection based on use of detection technologies can be divided into anomaly detection and misuse detection [5, 6] .
Misuse detection is also known as a knowledge-based detection of known attacks by comparing the pattern features and system vulnerabilities to determine whether the system invasion occurs. Specifically, according to the static and predefined pattern set to filter the data stream, once finding a packet characteristics and features of a pattern match is considered to be an invasion. It have the invasive way to check it out, but the new intrusion way is powerless. Misuse detection commonly uses detection methods including expert systems, Petri nets and state transition analysis.
Anomaly detection is also known as behavior-based detection, trying to establish the normal activities of the body of behavioral model, or outline. The difficulty lies in how to establish a "behavioral model" and how to design statistical methods, so as not to take normal operation as invasion or ignore the real invasion behavior. Anomaly detection method includes statistical methods, expert systems, neural networks, data mining and computer immunological methods. Common anomaly detection technology is based on statistical anomaly detection technology and based on neural network technology.
Neural networks have the structure and function of human brain system, as well as the theoretical abstraction, simplification and simulation of certain basic characteristics. It is an adaptive dynamic system including a large number of neurons through the extremely rich and perfect coupling. Intrusion detection via the computer network or computer system in a number of key points to collect and analyze information, and find the network or system, whether there is violation of security policy behavior and signs of being attacked [7] [8] [9] [10] . In recent years, artificial neural networks, genetic algorithms and fuzzy theory such as the development of fuzzy logic and neural networks are combined which have achieved many research results. The fuzzy neural network used in the field of intrusion detection has also made considerable progress. Each neuron can be seen as a small processing unit, and these neurons are connected to each other to form neural networks in some way. Figure 1 is the model of typical artificial neural network. The input signal into neural network is i
.., n ) is the corresponded weighted coefficient, which represents the transmission ratio of input i
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 represents neuron activation function. The model is a mathematical expression. The concepts and treatment methods of neural network are suitable for intrusion detection systems. Firstly, neural network can learn knowledge and get access to predictive ability through the method of training a large number of examples. Secondly, neural network can demonstrate the newly discovered intrusion instance with adaptive capacity. Again, neural network can deviate from the normal operating mode reacting to events, and discover the new attack patterns. Finally, neural network can be converted into the pattern matching and judgment to a numerical calculation after training, and improve the processing speed of the system [11, 12] .
Fuzzy technology is a class of engineering technology based on fuzzy set theory, probability distribution theory and fuzzy logic inference, which is a simulation and reflection of human understanding, thinking processe and inherent ambiguity in the real-world. Fuzzy reasoning is essentially a fuzzy logic method to a given input space which is mapped to a specific output space through calculation. This mapping process involves the membership function, fuzzy logic operation, and "IF ... THEN ..." rules. Fuzzy technology to intrusion detection system is necessary for the following reasons [13] [14] [15] .
A large number of objective things are fuzzy. Network security itself is a vague concept. Fuzzy logic can be smoothed between secure and non-secure boundaries, so that the description of the network security issues is more in line with the actual situation.
There is no clear assessment criteria of boundary, between aggressive behavior and normal behavior, although we opposed to the concept. The network traffic is quite vague, and abnormal flow attaches to the normal flow. Between the normal flow and an extraordinarily flow, there is no clear boundary.
In the test, a lack of information may cause the aging pattern library missed and false detection, so that fuzzy logic control is not faster and more sensitive than ordinary intrusion detection system [16] [17] [18] [19] [20] .
With other types of fuzzy reasoning in different ways, T-S fuzzy inference is also incorporated into fuzzy reasoning, and its output is the exact amount. Zero-order T-S fuzzy rule has the following form.
IF 
When "x is A", and the synthesis computing of fuzzy relation uses "great-very small" operation, the fuzzy inference conclusion is calculated as follows.
1) Larsen Fuzzy Reasoning Algorithm
It uses the product calculation as fuzzy implication rule that defines the corresponding fuzzy relation. Rule R: IF
2) Takagi-Sugeno Fuzzy Reasoning Algorithm
In this paper total output of the system uses the following formula (7).
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Based on the above considerations, this paper makes a more in-depth exploration and research on fuzzy theory and neural network analysis methods used in network intrusion detection. In order to overcome these difficulties, a new detection algorithm-T-S FNN based network intrusion detection algorithm is presented. This algorithm uses T-S FNN to classify objects, divides eigen-space of objects and recognizes normal behaviors and intrusions. A lot of researches and experiments are done on the Takagi-Sugeno (T-S) model based fuzzy neural network to analyze it in detail. Referring to the principle of the BP algorithm and the structure of T-S model, an adaptive BP algorithm is presented to adapt the membership parameters. In order to make the FNN more rapid and more effective, genetic algorithm is applied to train the weights. With the network intrusion detection taken as the starting point, T-S model based FNN is applied to network intrusion detection. According to the features of network intrusion detection, the corresponding detection rules and the data analyzing method of intrusion detection are explained.
In the next section, we propose an intrusion detection method based on T-S fuzzy neural network. In Section 3, In order to check effectiveness of the new intrusion detection algorithm, we do experiments. In Section 4 we conclude the paper and give some remarks.
II. A PROPOSED SCHEME OF DETECTION ALGORITHM
Neural networks which have strong learning, association, recognition and other functions, but cannot deal with fuzzy information. Fuzzy theory although can better deal with fuzzy information, it does not learn other functions. Fuzzy theory and neural networks are complementary technologies. Fuzzy systems and neural networks combine each other, resulting in adaptive fuzzy thinking, which is the fuzzy neural network (Fuzzy Neural Network, FNN). The traditional intrusion detection methods lack of standards, flexibility and adaptability, so this paper proposes a new network intrusion detection algorithm based on T-S model of fuzzy neural network, and designs its network structure and algorithm. Figure. 2 is the structure of fuzzy neural network. 
A. The New Structure of Fuzzy Neural Network Based on T-S Model
The output of Takagi-Sugeno type (referred Type T-S) fuzzy inference system is exact amount of a special class of fuzzy logic systems, the mathematical model of the prototype is described as follows: 
, where  represents fuzzy logic and arithmetic. In fuzzy system the output is a weighted average of output of each rule, as shown in (8) .
where,
The network consists of two parts including antecedent network and rear network. Antecedent network is used to match the antecedent fuzzy rules, and rear network is used to generate the consequent fuzzy rules. Each node in the third layer represents a fuzzy rule, and its role is to match the antecedent fuzzy rules to calculate fitness value of each rule, which is 
1) Antecedent Network

2) Back Network
It is made up of r number of parallel sub-networks having the same structure, and each sub-network generates an output volume. The first layer of subnetwork is the input layer, which transfers input variable to the second layer. In the input layer, the input value of 0-th node is 0 1
x  , the role of which is to provide a constant of fuzzy rule rear term. The second layer of subnetwork contains m nodes, and each node represents a rule, the role of which is to calculate the rear term of each rule, as shown in (13). 
B. The Improved Intrusion Detection Algorithm
Determined by T-S fuzzy neural network model of intrusion detection algorithm network structure, the structure of the algorithm includes network design and implementation. Assuming fuzzy partition number of each input component is predetermined, and the parameters need to learn are weighted coefficient of rear network ( 
 is the learning rate, Two successive iterative gradient in the same direction, indicates that the decline is too slow, which makes the step length doubled. Two successive iterative gradient in the opposite direction indicates that the decline is too far, which makes the step size halved. The learning rate uses adaptive strategy to improve the learning speed.
 is momentum factor, 01  . The added momentum substantially damps, which reduces the tendency of learning process and improves the convergence.
III. EXPERIMENTS AND ANALYSIS
A. Experimental Environment and Parameters
This paper selects Matlab7.0 platform for simulation. It takes 500 experimental data to train the network, 1000 data as the test data. 20% of the data is normal data and the corresponding output is 0. 80% data contains 19 kinds of specific attacks, which are divided into four categories and the corresponding output is 1 to 4. 
B. Experimental Procedure Described 1) Experimental Data Processing
Experimental data uses KDDCup99 data set, and the data set is from the networks which is suitable for analysis of intrusion detection experiments. It includes 41 feature attributes and gets a lot of feature vector set. Each vector not only represents feature description of network status in a very small period of time, but also can be used to determine whether the network is normal, and whether invasion with certain information occurs. Here is an example. The last attribute value of Data 1 is normal, which describes that the network status is normal. While the last attribute value of Data 2 is ipsweep, which are intrusion detection type belonging to scanning and probe intrusion. These feature vectors are analyzed to determine monitoring capability of an intrusion detection system, and these feature vectors can also be provided to a intrusion detection system. When an intrusion detection system provides enough training samples, the system should be able to give a correct judgment for the other samples.
Experiments on data in the dataset are divided into the following three steps.
In the first step, the number of data in the data set selected from KDDCUP99 is 500, which contains 100 normal data. 400 number of data includes all 19 intrusion attacks, which is used for the training of T-S FNN. Then select 1000 number of data which is used to test performance of T-S FNN detection and it contains 400 normal data. 600 number of data includes all 22 kinds of intrusion attacks and is used to test the unkown intrusion detection ability.
The second step is feature selection, where the training data set containing 19 kinds of attacks is divided into four categories, and we use property correlation analysis to carry out feature selection for these four types of attacks. In order to detect a kind of attack, a few properties of 41 attributes are analyzed.
The third step is the normalization process, 500 pieces of data used to train T-S FNN and 1000 pieces of data used to test is normalized.
Finally we get 500 pieces of data as training set which are T-S FNN input data, and test set of 1000 pieces of data. TABLE.I shows output data example through data processing by Matlab.
Data1 represents an attack belonging to type 4, which contains seven attributes and the last attribute value is 4, which represents a type of an attack (normal data is defined as type 0). Data 2 represents an attack of type 3 including eight attributes.
2) T-S FNN Training
The schematic of training method is shown in Fig. 3 . Firstly, 500 input data is divided into four categories according to the type of attack as the four T-S FNN training data used for the four T-S FNN training respectively.
Secondly, each T-S FNN is initialized and number of nodes equal to the number of attributes of training data is input. Training initial step length is 0.5, membership function centers are initialized to 0.2 and 0.8, and value of width and connection weights are randomly generated.
Thirdly, input the entire training data sequentially to T-S FNN, calculate the absolute error and the objective function value (here is the square sum of error), if the objective function value is less than 1(average absolute error is less than 0.05), the training is completed, otherwise go to the next step.
Fourthly, BP algorithm and improved genetic algorithm are used for synchronization adjustment of parameters Step length is dynamically adjusted based on the convergence speed, and then go to step three, recalculate error, until satisfied. learning speed. After 500 times of training the model achieves high precision, and the error is less than 0.1. It is demanded that error is less than 0.5 to achieve test purpose. After training is completed, 1000 pieces of data is used for detection, and detection error range is small. 37 errors are greater than 0.5 which results in the false alarm and false negative. Correct detection rate reaches to 96.3%. 37 error detection records include both the normal data and the attack data, of which 12 pieces of data are detected as invasion which are normal data in fact. 25 pieces of intrusion data are detected as normal data being easy to calculate. False alarm rate is 1.2% and false negative rate is 2.5%.
C. The Experimental Results
D. The Analysis of Results
The network data analysis of intrusion detection has a very complex nonlinear mapping feature, thus making it extremely difficult to analyze. Experiments show that using fuzzy neural network to solve the problem of intrusion detection data analysis is an effective method. The T-S model achieves higher accuracy through fewer number of training for data analysis, trains network for data analysis and the accuracy reaches 96.3%. In addition, this model can interpret this knowledge, as any combination of all the features corresponds to a rule in the T-S model. which is a node of the fourth layer of antecedent network.
Also, some shortcomings of this approach are found through experiments. Nodes of T-S model grows exponentially, thus limiting the number of dimensions of data which can be dealed with. Network intrusion detection is real-time. When data dimension is high, TS model requires a large amount of computation, which requires the input data to reduce the dimension. If poor dimension reduced processing method is used, it will reduce the accuracy of detection. If these two drawbacks are sufficiently overcome, the model can greatly improve the detection accuracy and speed certainly. Here we do another experiment. KDD-Cup99 data set is used to be as training and testing data of IDS and types of all data are labeled correctly. 22 kinds of attacks are divided into four types, DOS, U2R, R2L, Probe and normal. Kdd-cup.data_10_percent.gz which includes 494021 testing data is used. Corrected.gz file includes 311.029 testing data. Each network has 41 characteristics which includes 38 data attribute character and 3 symbol attribute character. In order to reduce error, it is necessary to preprocess experiment data. Symbol attribute data is transferred to digital type feature attribute data. System detection performance is shown in TABLE II and  TABLE III. Square error of system is shown in TABLE  IV and TABLE V. We also compare the performance of neuro-fuzzy classifier with performance of other intrusion detection algorithm based on machine learning. Neural fuzzy classifier detection performance comparison with other models is shown in TABLE VI. [21] , RSS-DSS [22] , NFC are 91.1%, 94.4% and 95.3% respectively. False alarm rate of PNrule, RSS-DSS, NFC are 0.4%, 3.5% and 1.9% respectively. CEP of PNrule is 0.2371, CEP of RSS-DSS is not mentioned, and CEP of neural fuzzy classifier is 0.1579. It can be concluded that average performance of neural fuzzy classifier is better than any other algorithms.
IV. CONCLUSIONS
With the development of network technology, network intrusion has become more complex and diverse. The existing intrusion detection methods are difficult to reach people's expectation of intrusion detection systems, which encourage people to try different ideas to solve the problem of intrusion detection. This paper analyzes the advantages and disadvantages when fuzzy neural network is applied to the network intrusion detection, and proposes a new idea of T-S model based fuzzy neural network, which is applied to the network intrusion detection. It is demonstrated through experiments that T-S model based fuzzy neural network for intrusion detection has an important application value. In addition, this model has better generalization, learning, and mapping ability, which has good application value for network intrusion detection data analysis.
